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1. Implications of the EU Data Act for Non-EU Businesses

The EU Data Act (Regulation (EU) 2023/2854", the ‘DA’) was adopted on 11 January 2024.
Affected organizations will need to take measures to comply with its provisions before it becomes
applicable on 12 September 2025.2 The DA is designed to promote competition in the market for
data by increasing accessibility between actors in the data economy, particularly with respect to
the so-called “Internet-of-things” (‘loT’).® This newsletter covers the overview of key measures
imposed by the DA and the significant effect the DA will likely have on non-EU businesses active
in the region, especially manufacturers of IoT products and those who provide services related
to the IoT.

(1) New Regulations Under the DA

To foster greater legal certainty for both businesses and users participating in the environment of
the loT, the new DA intends to regulate the permissible use of data while simultaneously
maintaining investment in data production.* The overarching goal of the rules set out in the DA
is to enable the fluid transfer of data between data holders and users without sacrificing either
party’s rights to data privacy.

Rights and Obligations of Data Holders and Users

Pursuant to the DA’'s aims, data holders like manufacturers of “connected products” will be
obligated to provide users with personal data®, non-personal data®, as well as relevant

1 Regulation (EU) 2023/2854 of the European Parliament and of the Council of 13 December 2023 on harmonised
rules on fair access to and use of data and amending Regulation (EU) 2017/2394 and Directive (EU) 2020/1828 (Data
Act)

2 European Data Act enters into force, putting in place new rules for a fair and innovative data economy | Shaping

Europe’s digital future (europa.eu)

3 Data Act explained | Shaping Europe’s digital future (europa.eu)

4 See footnote 3

5 DA Atrticle 2.3, “Personal data” in the DA corresponds to “personal data in the GDPR which is “any information
relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be
identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental,

economic, cultural or social identity of that natural person;

6 DA Article 2.3 defines ‘Non personal data’ as data other than ‘personal data’
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metadata concerning the data generated by the product with respect to its usage.” In turn,
users are granted the right to access and utilize the data produced by the connected products,
subject to certain limitations set to protect the confidentiality of the trade secrets held by the
data holder.®

Applicable Industries and Data

The legislation aims to regulate IoT products and services. This could affect a wide range of
industries in which Japanese multinational corporations have a large presence, as the DA
applies regardless of the manufacturer or provider’s place of establishment as long as the
respective connected products are provided in the EU market.° The European Commission
(‘EC’) lists automobiles, health monitoring devices, robots, industrial machines, and smart-
home devices as just a few examples of “connected products.”"®

Furthermore, the DA defines a “related service” as “a digital service, other than an electronic
communications service, including software, which is connected with the product at the time of
the purchase, rent, or lease in such a way that its absence would prevent the connected
product from performing one or more of its functions, or which is subsequently connected to
the product by the manufacturer or a third party to add to, update, or adapt the functions of the
connected product.”"" Therefore, applications that allow users to interact with and manage
their other smart devices would similarly be within the scope of the DA as a “related service.”'?

When the DA becomes applicable on 12 September 2025, those rules will apply to all raw and
pre-processed data created as a result of user interaction with any connected products or
related service that would be readily available to the data holder.'® While this limits the reach
of the regulation to data that can be accessed and made available without outsize effort, the
data may be broad in kind, including both personal and non-personal, as well as any relevant
metadata.

Rules Regarding Business-to-Business Data Sharing

In certain situations, data holder businesses will be legally obliged to provide data to other

7 See footnote 3

8 DA Article 4.6

°® DA Article 3.1

10 See footnote 3

" DA Article 2.6

12 See footnote 3

13 See footnote 3



businesses. The DA requires that such data-sharing be completed in a fair, reasonable, and
non-discriminatory manner.'* However, reasonable compensation for data-sharing may be
requested of the data recipient.’® To protect data holders from the unlawful use of data by third
parties, the DA grants a non-exhaustive selection of remedies to be used in recovering from
an infringing third party.'®

Mandated Public-Private Data Sharing and Cooperation

The DA also requires private institutions to provide agencies and other public organizations
with data in emergency situations and in other cases where there is an exceptional need for
action to be taken in the public interest.'” The EC provides a variety of examples outlining the
bounds of such situations, ranging from major natural disasters to the use of “aggregated and
anonymised data from drivers’ GPS systems [...] to help optimise traffic flows.”'®

(2) Legal Mechanisms and Enforcement

The DA establishes certain authorities to implement its rules and respond to complaints arising
from the regulations.

Enforcement Mechanisms

The DA will be enforced through the establishment of designated authorities within each
Member State (‘MS’) that will implement the DA's new rules on the national level. Of these
authorities, one per MS will be appointed as a data coordinator and will function as the point
of contact for all businesses within that MS. The data coordinator will process any relevant
complaints arising under the DA. The European Data Innovation Board will work with MSs’
data coordinators to provide guidance with respect to the imposition of penalties in matters
related to the DA. These penalties should be “effective, proportionate[,] and dissuasive” in
nature.™

For infringements of the obligations regarding business-to-consumer (Chapter 2), business-to-
business (Chapter 3), and mandated public data sharing (Chapter 5), an MS can impose fines
up to EUR 20 million or 4% of the total worldwide turnover for the preceding financial year,

-

4 DA Article 8.1

-

5 DA Article 9.1

-

5 DAArticle 11.2

-

7 DA Article 14

=

8 See footnote 3

-

DA Article 37.13



whichever is higher, as the DA refers to GDPR's fine mechanism.?°

Regulation of Contractual Terms

In addition, the DA attempts to improve fairness in bargaining a data-sharing agreement by
limiting the enforceability of unilateral terms related to business-to-business data-sharing.?'
The DA enumerates a selection of contractual terms that are always considered to be unfair
as well as others presumed to be unfair, which would thereby be rendered invalid or severed
from the contract. The list of terms provided by the DA is not exhaustive, and overall, the law
gives courts broad power to crack down on contracts containing unfair data-sharing clauses.

(3) Potential Impact on Businesses

Necessary Steps for Compliance

Organizations to which the DA is applicable will need to take a number of steps to comply with
its new rules before they become effective on 12 September 2025. Organizations that fail to
comply may be subject to penalties to be decided at the national level by each respective MS
as well as the fines stipulated by the GDPR.

Adjustments to the Design of loT Goods and Services

Affected organizations will likely have to reconsider the design of products connected to the
loT in order to enable user access to relevant data so as to comply with obligations established
under the DA. Likewise, services that function in relation to such products may require
appropriate modification to meet compliance standards. Furthermore, providers of data
processing services will be required to facilitate the seamless transfer of processed data when
their customers switch between providers. As of 12 January 2027, charges related to provider
switching will be prohibited.

Modifications to Internal Processes

Organizations may also need to take steps to adjust their internal classification of data and
develop specific protocol for how to handle each class. For example, data holders will need to
differentiate between what data is to be shared with users and what inferred data, trade secrets,
and other internal information that must be separated and retained confidentially. Internal
protocol for responding to public sector requests for data-sharing will also need to be
determined.

20 DA Article 40.4

21 DA Chapter 4
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Legal Review

Moreover, compliance will necessitate a full review of legal documentation relating to the Terms
& Conditions or other front-facing data contracts data holders have with users and consumers.
Likewise, data-sharing agreements between businesses will need to be tailored to conform to
the new rules of the DA.

The DA as an Opportunity

While the DA will place a burden on businesses to comply, there is a positive side to the
potential impact of the DA. The EC estimates that the new rules introduced under the DA will
drive growth and motivate competition in the data economy in the coming years, mostly by
increasing user access to data and thereby opening up more opportunities for aftermarket
services and innovation.?? Additionally, by enabling more fluid switching between providers
and encouraging interoperability between connected products, the DA will likely reduce
transaction costs associated with incompatibility. Taken collectively, the DA can also serve to
increase opportunities for innovation.?® Therefore, it is recommended that non-EU companies
that operate in the loT space carefully assess the potential legal and economic implications
that the DA will have on their own respective businesses as the date when the DA becomes
applicable approaches.
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May 2024 (Authors: Keita Tokura, Takahiro Suga, Ryoichi Kaneko, Shogo Tsunoda)
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€ Competition Inspections in 25 Jurisdictions - Japan Chapter
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€ Merger Control Comparative Guide 2024: Japan
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